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Key Points of Data Security and Customer
Information Protection Management Policy of

Bank of Nanjing
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Bank of Nanjing Co., Ltd. (“the Bank”) attaches great
importance to data security and has established a data protection
mechanism covering the data life cycle. Based on laws and
regulations such as the Data Security Law of the People'’s
Republic of China, the Law of the People s Republic of China on
the Protection of Consumer Rights and Interests, the Personal
Information Protection Law of the People’s Republic of China,

the Implementation Measures of the People’s Bank of China for
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the Protection of Financial Consumer Rights, as well as the
Bank’s management policies including the Measures for Data
Management of Bank of Nanjing, the Bank developed the
Measures for Data Security Management of Bank of Nanjing and
the Administrative Measures for the Protection of Customers’
Personal Financial Information of Bank of Nanjing to implement
the accountability system for data security, and issued supporting
basic management standards covering full data life cycle and
incident emergency response, as well as special rules on cross-
border data transfers and information systems, to prevent and
contain data security risks in key areas, safeguarding the bottom
line of data security.

—. EARE

I. Scope of Application

BEZ2EEMEBZRENEZIME 2T L FH 4,

The data security management covers all business lines of
domestic entities at all levels.

(FRRTEELZ2ETELZE) (FERITEF AL
BERRF THEEE ) BT ARATE RS XA EAT
BEE,

The Measures for Data Security Management of Bank of
Nanjing and the Administrative Measures for the Protection of
Customers’ Personal Financial Information of Bank of Nanjing

are applicable to Bank’s all branches and all departments at the
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Head Office.

=, REEN

I1. General Principles

1. AATHERZ 2T E GG LT R v 7

1. The Bank’s data security management adheres to the
following strategies and principles:

D WERE. HELATRENRE. LEFEEFAT. H
EW & BRI = BEBREALE, RS E R AR RS 65,
HHEEAREFRNNESUERRE, PVRKERSE, 2 &
R LZ2IEEER, RGP REREEFEXNE T

(1) Synergistic development. Establish a three-dimensional
collaboration mechanism where the Head Office provides overall
coordination, business lines execute operations, and internal
control functions supervise implementation. Deepen integrated
innovation between business and technology by incorporating
data risk control into routine management processes. Establish a
security governance system featuring full participation and tiered
accountability, promoting the vertical penetration of protection
responsibilities to the execution level.

(2) BB AL . AT A7 5 A7 37 [7] 89 304K 7 37 1K
R, BEANELSRMBBEERA, ELonBRE RS
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PREEE,

(2) Technology enablement. Implement a multi-
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dimensional protection system that combines human defense with
technical safeguards, prioritizing the deployment of intelligent
data management technologies. Establish end-to-end encryption
transmission and permission isolation mechanisms, promote
innovative technology applications in data security, and
implement full-lifecycle data control.

B FHAPH LTEHELLHF SNEERANE LR
B, FREBERREREATEACLRL 2T, AK
EE RS RN E 5K E W= B RIE,

(3) Dynamic balance. Strike a harmonized balance between
data security protection and value realization. Strictly adhere to
relevant laws and regulations as well as industry standards while
establishing a robust framework to enable efficient data
circulation and comprehensive application.

2. AATE P12 BARY B AE LLT sus A 7

2. The Bank’s customer information protection adheres to
the following strategies and principles:

(D AATHEBEE AR, ATTEHA, Z2ERE. 2FF
B, REEEZHEARREN, REALEEZFMALBEER.

(1) The Bank adheres to core principles including purpose
specification, transparency, data security, informed consent, and
accountability in processing personal financial information,
ensuring compliance with applicable laws.

) AT EMAeRELN, BEacX. 68, XE
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(2) When collecting personal financial information, the
Bank ensures lawful, legitimate, and necessary collection
practices with explicit customer consent. Prohibited practices
include collecting information unrelated to business operations;
using improper methods for collection; implementing covert
coercion; or denying financial products/services solely based on
customer refusal to provide personal financial information,
except when processing such information is indispensable for
providing financial products/services.
=. BERH
III. Management Structure
(—) #FES
(I) Board of Directors
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The Board of Directors bears ultimate responsibility for IT
risk management, responsible for disclosing the management
policies and processes for IT risk, ensuring that IT risks are
identified, assessed, measured, monitored, and controlled.
Additionally, as the decision-making body for data security
management, the Board formulates data strategies, provides or
authorizes the approval for material matters related to data
governance, and bears primary accountability for the Bank’s data
security initiatives.

ATEZF2ARMARERZR2BTEEATIAR
EHRMWIE IR, SETEHEREEERE AT KN H
H%

The Board of Directors may delegate to the Risk
Management Committee the authority to assume certain
responsibilities for IT risk management, including such duties as
reviewing IT risk monitoring reports submitted by senior
management.

FTEZF2TRHEFZNGERFZE RS, AREIHAE
REREEERRPATME L HEZEF AR FHFEZE &
e SRIPHERTHE, FEMTHEREER TETFERR
Mo

The Board of Directors has established a Consumer Rights
and Interests Protection Committee, responsible for guiding and

supervising senior management to effectively implement
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consumer financial information protection initiatives within the
broader framework of consumer rights and interests protection,
and regularly reviewing progress reports submitted by senior
management.
(Z) BEAEHEE

(IT) Senior management

ATREGCEMEEREZ R, HAKELEME, BF
FREEMEEE, ZRAATRFREEEMAKEELT

T, AREMEZMEREERELREERZATHEI,
The Bank has established an Information Technology

]

Management Committee, chaired by the President and vice-
chaired by the Chief Information Officer. The Committee
responsible for overseeing overall IT management operations and
regularly reporting comprehensive operational status to both the
Board of Directors and senior management.

AARIBFEEERE R, AFAATREZEMREDN
HE DR, AAHEMETEE, TREEL L TIEENK
&I

The Bank has established a Data Management Committee
responsible for decision-making, coordination and supervision on
data security-related matters, and regularly reviewing

comprehensive reports on data security operations.



(2) &41T. BRITEAWE

(IIT) Branches and Head Office departments
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Each branch/Head Office department is responsible for data
security management within their respective business lines,
organizing the implementation of data security management
requirements according to the principle of “Whoever manages the
business, manages the business data and assumes responsibility
for data security”. The Head Office Information Technology
Department and Digital Banking Management Department are
responsible for technical protection for data security; the Head
Office Legal and Compliance Department integrates data security
into the bank-wide compliance management framework, guiding
and supervising data security lead departments to conduct data
security audits, implement corrective actions, and manage

accountability-related work; the Head Office Audit Department

8



conducts regular audits of the Bank’s data security management
status. Lead departments for specific domains are responsible for
driving the implementation of data security management
requirements within their specialized areas. The Bank
continuously strengthens integrated bank-wide data security
governance.

o, REEX

IV. Key Definitions

EFPAMAEBER

Customer’s Personal Financial Information

EPAMANE®BEL, REATELITRIYF5H LM a
FREAENHEHFERGEL. HEZERNAECTHEZE
ErdcE ., FiE. £/, WL, &, #BHE., AFE,

Customer’s personal financial information refers to
consumer information processed by the Bank during business
operations or through other lawful channels. Processing of
consumer information includes information collection, storage,
use, processing, transmission, provision, disclosure, and other
activities.

EPNANeBERAEUTIARE:

Customer’s personal financial information includes the
following personal data:

1. MAERER, BB MAEL. Al B, Rk,
S tE A kT 8 RO AR BR AL BR AR 77 KL B SRR UL
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1. Personal identity information, including name, gender,
nationality, ethnicity, type, number and validity period of identity
documents, occupation, contact details, marital status, family
status, residential or workplace address, and photographs;

2. MAMFELE, AE S ARARI., B AF T3 R
M. RAEBEFRIL. ARG . 2 ReHF2HE;

2. Personal property information, including income,
ownership of real estate, ownership of vehicles, tax amounts, and
housing fund contributions;

3. MAKFER, BEKS. KPIFILHE., JFFAT
KPR, KPR ZIEILE;

3. Personal account information, including account numbers,
account opening date, opening branch, account balance, and
transaction history;

4 MANEREE, BEEAFERERL., R ELEFIL,
ULBRA NEZGFED IV R, aE9% KR 25 FR L b
EP=%

4. Personal credit information, including credit card
repayment records, loan repayment status, and other information
that reflects an individual’s creditworthiness formed in economic
activities;

5. MAeBmR ZER, AEATEXNEH. B, &
et r Y FIEFRR, "E. GFRADAEEMEF
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ERAEFATERE NS, EFAE. Eaend., BRAEF
F= M AN F KR RN AERE;

5. Personal financial transaction information, including
personal data obtained, stored, or retained during fee-based
services such as payment settlements, wealth management, and
safe deposit box operations, as well as information from the
customer’s transactions with third-party institutions (e.g.,
insurance companies, securities firms, fund management
companies, futures companies) through the Bank;

6. ITERER, BEMAERIM. REERENELE
RBATHE, T RE . RIEFENAFZLERNE R
6. Derived information, including consumption habits,
investment preferences, and other information that reflects
specific personal characteristics, derived from analysis or

processing of original data;

7. BEEMABEILNFRATBEFHR, REHIMENA

ER.

Ul\

7. Other personal information obtained or retained during
the establishment and maintenance of business relationships with
the individual.

. BFFERHKE

V. Collection of Customer Information

AATHGEHWHA, ATER, 22RE. MERE.
REBEEREFEREN, RELEBEZF D AeBEE.
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The Bank adheres to core principles including purpose
specification, transparency, data security, informed consent, and
accountability in processing personal financial information,
ensuring compliance with applicable laws.

1. KT EMABELN, BEGE. 28, XER
N, 2 PHATAE. TREKESLFTRNEF AL
BE, TRAXBALEFXNkE, TREMARFKE, TF
UWEFPAREAEENMA2BER N HELIE SR @
BR%, BERBEMASRELRETRESE” & RS
2 F HIER O

1. When collecting personal financial information, the Bank
ensures lawful, legitimate, and necessary collection practices
with explicit customer consent. Prohibited practices include
collecting information unrelated to business operations; using
improper methods for collection; implementing covert coercion;
or denying financial products/services solely based on customer
refusal to provide personal financial information, except when
processing such information is indispensable for providing
financial products/services.

2. ATHBmNKRERMNRXEZFPANAGR, REEF
AE, TAEZFTRENMALKE GEEERNEILRI) .
TR EHFE AN ANERB T XA

2. The Bank shall collect personal information under the

minimum necessity principle and shall not obtain personal data
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from third parties without the customer’s consent, except where
required by law. Methods for collecting personal information
include:
(1D mHEFERERSFHEEGRBEN AR E;
(1) Personal information provided by the customer during

the provision of services.

(2) MHEFFERBE RS LB T KNG R FHH <
é}/‘] /%‘ AN
(2) Data generated during the provision of financial services

that is related to such services.

(B B E B ATBOEA, MALEILA 57 &= F

REFENEEFEZEFEMABENEAAN. EAULEM
T B A UH B A B BRI S BT A B AR R

(3) Required personal information collected from lawful
entities (e.g., credit reference agencies, credit management
companies, credit rating agencies) in compliance with laws and
administrative regulations to deliver services.

(4) FEFEANEREEFH T HNEAMT .

(4) Other methods as stipulated by laws and regulations or
permitted by the customer.

~ B ERWER

VI. Use of Customer Information

AAT 1% Bk A2 ik AL B HL R A X 7 29 B Rk I R R
EFIMANEEBER, THELWEEA.
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The Bank properly uses customers’ personal financial
information in accordance with applicable laws, regulations, and
agreed-upon purposes, without exceeding the prescribed scope.

I ATEIREETEF A8 ELH, REIH L
FHB L FIN, M FEETHANALRBERRRETR
WA EFHR, BRMAeBERERTATHHENR,

1. When displaying customers’ personal financial
information through interfaces, the Bank shall, except for what is
strictly necessary to achieve business purposes, apply measures
such as de-identification to the personal financial information to
be displayed, thereby minimizing the risk of breach during the
display process.

2. ATWIBEWMNEXERMAE %, TUEHNE
%%KE%%%%Q%,Kﬁéﬁ%\%ﬁ\%ﬁﬁ%F%
ERFANMAKFLARE L REHFRRWTH, EEHLNE
B,

2. The Bank’s processing purposes shall be consistent
with those agreed upon at the time of data collection. It shall not
use the information for monopolistic practices or unfair
competition, nor engage in behaviors such as misguidance, fraud,
coercion, or interference that restrict individuals’ or
organizations' legitimate choices and decision-making. The Bank

shall adhere to societal ethics and moral standards.

3. AMTHEHIFREZRAANAemEEERTAZET
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BERTBETFHFES, AGFFRAERILE, UEE
W RBUERBE A, #RERENITER LA IEHRE
MEAR TR e e B, BifE B E R,

3. When the Bank needs to access personal financial
information records or electronic data for work purposes, it
strictly follows approval procedures, retains records of approval
and access for traceability, and implements effective technical
measures to ensure the security and traceability of information
throughout internal use and external sharing processes, thereby
preventing risks of data breach.

4. mREBNMALBHELEHERE, AWEEAA,
REZHMAKF FREMACBRELNETF, TN FH
B AP BCR R XA, M AeBhE R E,

4. The Bank strengthens the management of in-branch
inquiries into personal financial information, standardizes
procedures for querying account deposits, whether for oneself or
on behalf of others, and verifies the valid identification
documents of the inquirer or relevant legal documentation to
prevent the breach of personal financial data.

5. AMTRITHETEEEAMEEER, KEEA
THEFRBONEFEE, TRUEMHXATUTATA:

5. Bank employees strictly comply with laws, regulations,
and supervisory requirements, and use customer information

obtained in work in compliance with laws, and shall not engage
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in the following acts in any form:
(D HEEFFEE.
(1) Sell customer information.
(2) MATAELRARBATIA RMEEF R
(2) Disclose customer information to unrelated people

within or outside the Bank.

) A E, T, EA. FRIEE = FREART
EFERERAMEE, MEARMTIEF 6 =N,

(3) Illegally collect, process, use, retain, or provide the
Bank’s customer information or internal data to third parties,
thereby harming the Bank’s or customers’ legitimate rights and
interests.

(4D ARARFEFNEERE. BR. WHEF L.

(4) Abuse job authority to unlawfully retain, tamper, or

fraudulently obtain customer information.

(5) REHBREFRNBIEAREE ZFRBEHETZE A
FE GEE. BEAFFZAAZNER)

(5) Provide consumers’ personal information to third
parties without their authorization or consent (except where
otherwise stipulated by law, regulations, or other provisions).

(6) HpuitixfEFZF 5 8T .

(6) Other illegal uses of customer information.
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VII. Retention of Customer Information

I AT BPATHEEENE TRETEME RN,
AR A wm LML B, T2 REMFEITKENA
Ae®ER, BHiEkEREA, BHM, HEXFER, AR E
REARAENTACBELEL, B, HEXFERFR
JUEE, B REE L AP

1. The Bank strictly adheres to regulations on archival
management and electronic data management regulations,
employing technical and other necessary measures to properly
safeguard and retain collected personal financial information,
preventing loss, damage, breach, or tampering. In the event of or
where there is a possibility of leakage, damage, loss or tampering
of customer information, the Bank shall promptly inform affected
customers through appropriate means.

2. MTEEBRMMEARS, MAFREANBENEHE
BEEHATT BRI

2. For internet-based application systems, personal
identity authentication data shall be encrypted at the field level
using cryptographic algorithms.

3. ARAMEREXR. TIHXAEREGHEEERHL
RATHEEMRHE L HALE, AT %%%kﬁ#iﬁf
BOR R F R B RO MR B0, RBERHE. T IRE

3. The Bank shall delete or anonymize data in accordance
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with national and industry regulations, as well as agreements with
data subjects. Upon termination of data processing services, the
Bank shall require service providers to promptly delete data and
ensure that the data are permanently destroyed and cannot be
recovered.

N BPfERHERF

VIII. Protection of Customer Information

(=) FEERREEKRRRER
(I) Development of rules and risk management system
EPMNeBERNNATHEEZFREE, HR
(ERZABANMAGBREZEAT) Ra—M I Aemz R

MR AeBERE, T2 REARF. SFHHRERNAE
MiER, NERATEEIZAEANREERZR, XRE
RS E B

Customers’ personal financial information falls under the
Bank’s data security classification management framework. It is
categorized into general personal financial information and
sensitive personal financial information in accordance with the
Information Security Technology - Personal Information Security
Specification, for which classified protection measures shall be
taken. For sensitive personal financial information, the Bank shall
take stricter management measures in compliance with the Bank’s

requirements for data grading and access management.
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(2) BEZLEBEASEEHE

(IT) Data security technology and management measures

1. ATmRYEANSANERENRUARREE, #HERIN
[REFTAHELE, BFEAEXIT. JumARRERRE
W, #E, MEEERMAELR.

1. The Bank shall intensify the management of position-
specific access involving personal information, to ensure that
individuals’ access is aligned with their job duties, and to prevent
unrelated departments, roles or personnel from unauthorized
query, revelation, destruction, or tampering of personal
information.

2. ATVIEFEZTEHERFXNEF RERE LN FEE
il 6

2. The Bank shall effectively implement access control over
customer data information during project development.

(D HABRKBATHATEIEN TR EH . RE. 0.
HEUF T XIE G R FRERE.

(1) Clarify operating procedures for data download, usage,
storage, transmission, destruction, and unplanned modification in
accordance with regulatory standards.

(2) Aizfs Ban T3 ey E Bl
(2) Strengthen management and control over information

processing.

(3) PAEPATANEA RIE F R &5 Z
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(3) Enforce strictly the system of approval and reporting for
on-site outsourcing personnel.

(4) 3L BUR U % S EALH, 8 18 B0 SR
EHwmASMEESEG T R 5, HAEH T ZMNR
IFEA A N R, HEBER e N,

(4) Establish the mechanism of routine inspection for
sensitive documents, use the database sensitive data scanning
system and the desktop data leakage prevention system to
conduct regular scans of the Bank’s development/test
environments and sensitive documents at office terminals, to
identify potential security risks.

3. ALY FAGEeEEREFAENLEY RERK
LR R BAER, BB BF A, #hE R AR

3. When back-office management of the Bank’s business
systems or relationship managers process data classified as
sensitive or above, activate digital watermarking, and apply data
masking in case of bulk data display.

4. PHABAFAUK THE R Zm A E R AN, EELZ AT
EAEE, RAEAM L, EFAZHEFMNEFREERRE
fEHE,

4. Define usage scenarios and operational rules for
privileged accounts, implement management of persons in charge
of security and restrict access location, enforce multi-factor

authentication, and retain login and activity logs.
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5. AR AFERITHELL2EFHNIAEE S E) (B
THRAHBELZ2FHNATE) , ARBEZLEH AL
BERMNMQERF, #—FRINNREZTLRLFHF R
REB®RN. TREEZLFNNIES, HNEEME,
BERA. ZEER. BLEGTREREZL R =, #H—
TRy ALEREMERNE UL, BRARELLFFN
RAER N REBARULHRERZLFMHE, RMTHEX
EFRH TN E T RE T 2F N LEBENF XA N H
M RBR DI ALE, KA AE KRR R R ZaEf,

5. Develop the Bank of Nanjing Emergency Management
Measures for Data Security Incidents and the Bank of Nanjing
Emergency Response Plan for Data Security Incidents, which
specify principles and procedures for emergency responses to
data security incidents, to further enhance -capabilities in
managing unexpected data security events. Conduct emergency
drills for data security incidents, and further validate the
effectiveness of emergency response processes and measures
under scenarios of data security risks such as data leakage, abuse,
tampering, and theft, to strengthen the Bank’s capability of
emergency response to data security incidents. In the event of a
major or higher-level data security incident, the Bank’s data
security lead department shall establish the emergency

management mechanism for data security incidents and the in-
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house coordination mechanism to promptly address potential
risks and security incidents.
(Z) AREESH)

(IIT) Personnel management and training

I AATHT A R TR # R X RATRE TREE %)
MARERAE LR FEREAE, SITEREDN, HHA
RENE., TATERREHAREFZT. LB HEZ 2@
ERE, RFEETHEXERZEAREETER, XBARE
MR H S e E R R, MIRHEREN2MERE R
£

1. The Bank’s employees shall provide written

confidentiality commitment and sign confidentiality agreements
prior to commencing duties, in accordance with the requirements
in the Bank of Nanjing Confidentiality Management Measures, to
clarify confidential content, breach liability, and declassification
period. When processing consumer financial information, the
employees shall strictly comply with applicable laws, regulations,
and regulatory requirements, and take effective measures to
enhance the protection of consumer financial information, to
ensure the security of consumer financial information.

2. mmANERHFAREE, BEALIEARE A QA ZER
E. XTHERFANR, NHETXENEL., EEEHTF,
fE H A e AR T OB R 5 i B9 15 BRI ST AE S

2. The Bank shall strengthen the management of outsourcing
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service personnel by establishing archiving system for
outsourcing service personnel. The Bank shall provide necessary
promotion, supervision and review for outsourcing service
personnel, to ensure they are aware of their information
protection responsibilities in the provision of outsourcing
services.

3. KEFA ARG ERF AR RFIN WA
FI X, BREREFEEANE, 2BEEA T XE
FPAAN & @G S RPN Z, DLRANM R TAT A AN,
Rl BFEAE, | ITRHEREI,

3. The Bank shall incorporate training on the protection of
customers’ personal financial information into the Bank’s training
program, and provide a wide range of education and training
centered on relevant laws, regulations and rules, regulatory
provisions of financial regulators for protection of customers’
personal financial information, as well as the Bank’s employee
code of conduct and professional ethics.

4. AT RFABEZLEENLER, BRFEHE
ZamA AV FEE, 2V HFFELFIIFRETTREL LK
B, BEeh R TRETERIN, NEBEREL2ERE
M. ATAAEFRE., Exg=RERES, BXRHRE,
HREI . FIEANM. BRNRETREARFE. RITAH
RIA, AATX a1EF W RBRFEIEA RATZLH
B, FEHERRSEAERS B R RHTLRENZ
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EHFIFEI, AREERBRES T KEE,

4. The Bank shall continuously improve the construction of
its data security management team, pursue the integration of data
security into business management, set up special data security
courses 1n business line training, and provide ongoing training to
all employees, covering data security laws and regulations, the
Bank’s internal rules and policies, and operation processes under
key scenarios. The training will be organized through various
methods such as recorded courses, special training sessions, short
videos, and knowledge testing. In addition to internal employees,
the Bank shall also provide security education or training for
service providers and outsourcing personnel involved in
cooperations, and require service providers to conduct necessary
security education or training for their service team members, to
ensure the effective implementation of control measures.

(W) ®it5h®

(IV) Audit and supervision

AAT LA B0 =2 2 BB # AT R W, Ei ik ERE,
EFIFE AR, FEgEER. #F. #E. FEAAFE
EEHRE. RTEFITE 1 REENAE BRI ETE
MEEF NI EIFT, FFEDITRE 1 RELMFEN M
AAHETIF, BHEREZLEE, EEAARERE,
VHEEEE, ARTARLELEE, RGEEETEFNE,

The Bank shall effectively monitor data security threats,
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conduct inspection and supervision, and proactively assess risks,
to prevent security incidents such as data tampering, damage,
leakage, or illegal use. The Bank shall conduct annual internal
specialized audit on consumer rights protection covering personal
information protection, and perform special internal audits on IT
related risks at least once per year, which cover data security
management, IT risk management, business continuity, system
development and go-live management, and system operation and
maintenance management.
N BZFEEIRRZLER
IX. Third Party Data and Privacy Security Management

FATEF=FoERTHET (FERTEF A aR
FARFPIEZTEDE) M (BRBTREN I RELLE
Bk, HR ARTWREE=ZFEENHEEFHEE
Mam k4P TRy @ &) (ERBRATIAEAREE ) E) F=
FaNEERLTTAE, ARERELRAZETHEER
N BB E

The Bank shall, in cooperation with third-party institutions,
strictly comply with the Administrative Measures for the
Protection of Customers’ Personal Financial Information of
Bank of Nanjing and the Safety Management Measures for
External Provision of Data of Bank of Nanjing, and establish

special management policies for third party cooperations such as
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the Notice on Strengthening Consumer Rights Protection in the
Management of Third-Party Cooperation Institutions and the
Outsourcing Risk Management Measures of Bank of Nanjing.
These measures clearly incorporate data and privacy security

requirements into the management of cooperation institutions.
(—) BF=FHM T

(I) Assessment of third-party institutions

I BEE=FaEHELEFHN, tBFEFEE=7
N B & ARG A, JHRERP D AemE LT
EAEEWEHET, FHEEFE =7 EILNA,

1. When conducting business through third-party
cooperation, the Bank shall comprehensively evaluate the
qualifications, credibility, and other relevant aspects of the third-
party cooperation institutions, with particular emphasis on their
capability to protect personal financial information as a key
assessment indicator, and exercise caution in selecting such
institutions.

2. MEZFAENHERATEF CALBE LW,
FEAME=ZFeEIERENSASREENLEE, 24
MAn gk, WE P 2E g R e LR S = 7 e AL TR A
AeBERZ2WENSFTRLETH. KRETFERE

UL FEHENRREW, THEREEEMASBEER.

2. Prior to providing the Bank’s customer personal financial
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information to a third-party cooperation institution, the Bank
shall conduct a comprehensive assessment on the necessity,
security, legality, potential risks to customers, and the institution’s
capability to safeguard personal financial information. The Bank
shall not provide personal financial information to such
institutions if no assessment has been conducted or if significant

risks are identified during the assessment.

(Z) ZEpEmERERE

(IT) Customer notification and consent

REFKBATEFHNEURE, KT IS
A NP AN AE R, BEEENFH ARSI

The Bank shall not provide any customer personal
information to external institutions or individuals without prior
consent from the customer, unless otherwise required by law and
regulations.

AATEE =7 e ENMHEREARTEFS ARG ST,
WEME P ATRECEWEN, =7 61N LK%
A, B=FeEaRkE. mI. EAMAEBEELNEE
A, wEMA R~ ENERE, FELMEFEFWHTE

Before providing customer personal financial information to
a third-party cooperation institution, the Bank shall inform the
customer of the purpose of information provided, the name and

type of the third-party cooperation institution, the specific
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purposes, scope, and potential consequences of the third-party’s
collection, processing, and use of personal financial information,
and obtain the customer’s explicit prior consent.

EFRBREFRAER, AMRadETaE. 4. XE,
AN E N REE P IMARE, FERSRUERSTNE
WANAER, BEEEEAARTARNRII, ATHERE L
BER AR ETHEREREEARABRE RAEE P A
AE R

The Bank shall, upon obtaining the customer’s consent, only
provide personal information for lawful, legitimate, necessary,
and clearly defined purposes, and only disclose the minimum
amount of information necessary for the service, unless otherwise
required by law and regulations. The Bank shall require the
recipient to strictly comply with relevant laws, regulations, and
the key points of the Bank’s data security and customer
information protection management policy in handling the
customer’s personal information.

(2) ZHEABHETE

(IIT) Management of data entrusted to third parties

l. AP REE=r7ZARAELEN, 2L LERW
WHARAOREFRAENE., BAR. LB ZX. HKETHE.
WM. N7 HEEZ2TEM L H,

1. When entrusting data processing to a third party, the Bank

shall establish the entrusted processing purpose, duration,
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processing method, data scope, protection measures, and data
security responsibilities and obligations of both parties through a
written contract or agreement.

2. ARAARHEEERmaIZCHE, HERNRKERE
IRF E IR

2. The Bank shall not allow core data to flow across entities,
unless otherwise required by national authorities for lawful duties.

3. NTZHAAEFK, AMTEBRLLEPNFTREX
¥

3. In case of entrusted processing, the Bank shall agree with
the entrusted party through contract or agreement on the
following:

(1) HERENERN., AR, RECE. AR, 2IFF
it B[] 5

(1) Purpose, method of provision, scope, volume, and
permitted storage duration of data provided;

(2) ARATAZ 3877 W EE & 2RI 7 E;

(2) Data security protection responsibilities of both the
Bank and the entrusted party;

(3) RATMZ AT NEE L 2R X5, AFELRT:
XEFTNIEEmT A ENBRBERBEFEEET, XEH
NEZAMEATHELRAEFNHATRE, ZHTEKR
REATEEN A HEA L EEGAELE, XHF7 5
MONEFEHRAE, THRAFARMI. YK, FHBEESCR B
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(3) Data security protection obligations of both parties,
include but are not limited to the following: the entrusted party
shall promptly inform the Bank of any potential data breaches or
other critical incidents; the entrusted party shall accept and
cooperate with the Bank’s supervision of the entrusted processing
activities; the entrusted party shall not subcontract data
processing to any other entity without the Bank’s prior consent;
the entrusted party shall not share data externally; the entrusted
party shall not process, train, misuse, or otherwise handle data in
any way to obtain benefits beyond those agreed in the contract or
agreement; the entrusted party shall delete data promptly upon
termination of the cooperation relationship;

(4) R 5K BUET &2 2R3 18

(4) Appropriate security protection measures to be
implemented;

(5) J b 38 30 70 ] Br B 42 09 52 8 77 5

(5) Methods and procedures for timely return and deletion
of data.

4. AKTEEF=Z7mHEEeFEHELIE H HHHNL

N, M EIERE N LB E & EHNI)
BRres AR FED L, RE “WFLF. AR

30



BN, KECR g w A 0. Fa. R, BATFHAT
ErzehiFrEE,

4. When cooperating with third parties on data sharing, the
Bank shall ensure a clear security isolation between internal and
external environments. Data interaction with external institutions
shall be conducted through a centrally managed external
connectivity platform or application programming interfaces
(APIs), following the principles of "business necessity and
minimum privilege", and implementing effective and centralized
security management over API design, development, service
delivery, and operation.

() F=FImEEERE

(IV) Supervision and inspection by third-party

institutions

I NTZRAEEBY, ATEAREEZTTHEN
B, 5P EHIN: XEFTEEEERBNEEL 2K
REJ: XETHBRENETNELCHEENANT,; XHAFE
LERBAEN 22 2RI ERF NS,

1. For entrusted processing scenarios, the Bank shall

I

effectively monitor the performance of the trustee and conduct
annual assessments to confirm: whether the trustee possesses
adequate data security protection capabilities; whether the

trustee’s data processing activities comply with prior agreements;
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and whether the trustee has implemented all committed security
protection measures.

2. ARAT R BT BUIE SR O By B T AR AT it
ThE, REAZCHEELRTIFERENE LB, KiE
2R RIPEHENEZEL., WEICEHERFFILE.

2. The Bank shall conduct annual inspections of data
provision activities by data-providing entities. The inspection
scope shall include, but is not limited to, the implementation of
assessment procedures, the implementation of data security
measures, and the retention of assessment records.

. EPAEANARERER A
X. Customer’s Right to Control its Personal Information

MPAEFPFRRAGEATR —EEMFRHASAZFE
BfE RO RG, FRAATERAGRENAZF ZHE R
W& ERS: RRaFEEERN. 7. Bk, #Hk., &0
%

The personal customer information management system is
the core system of the Bank for centralized management and
storage of basic personal customer information, which provides
various services for the Bank’s systems on basic personal
customer information, including query and usage, storage,

modification, deletion and backup.
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(—) EFEK

(I) Right to access

MAEFPARMATER., EFEMAEE, RITEXK
WUAE B & BB 32 gk, (B, AT BOE LA AL & 1R & 3 T
FEESHNEN R MAEFPRTH, RAXENT B H
Ha k. ELAla, XA ENERANARRATEEM.
Z4|, EIE. MERERA, & LW AZHZHHRI,

Personal customers have the right to access and copy their
personal information from the Bank, and entities at all levels of
the Bank shall provide such information in a timely manner,
except for circumstances where laws and administrative
regulations require confidentiality or do not require disclosure. In
the event of the death of a personal customer, their close relatives
may, for their own legitimate and proper interests, exercise the
rights of viewing, copying, correcting, and deleting the relevant
personal information of the deceased, unless the deceased had
made other arrangements before their death.

(=) EEX

(IT) Right to correct

MAEFP ZAENNGEETERHIE T TEN, HNE
RKAATEIE, #M 7o RATEFANAM R L3 EAAE R T U

, FRHEILE, A7, ZFTRLFINRTFREETE
K. EFPMAGR, DAUBLATH A FRER GRS
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Where a personal customer notes that their personal
information is inaccurate or incomplete, they have the right to
request the Bank to correct or supplement it. The Bank’s entities
at all levels shall verify their personal information obtained,
correct and supplement it in a timely manner. Customers can
modify and update their personal information through channels
such as mobile banking, or submit modification requests through

the Bank’s business outlets.

(=) MK

(IIT) Right to delete

B P AR & AE B M IR AR 89 R 5 3 R 1 B R M Ik
WaoNMANBEPEEER, MAAGKRELEH]FERHH
HmE Ry T Um0 BT 5 M IR 15 8 ROk
SHEE. TRENERSBIELTEFRAETH LS P
e, R T EM R, T E P AR

When a customer requests to delete certain personal
customer information elements in a system or channel with
information deletion authority, the relevant system or channel’s
responsible department shall respond after clearly informing the
customer of the impact of the deletion. If the information to be

deleted is required by laws and administrative regulations such as
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anti-money laundering to be retained by financial institutions or
i1s necessary for ongoing business transactions, and cannot be
deleted for the time being, this shall be clearly communicated to
the customer.
T—. RUEEF
XI. Review and Update
FATHREFEEXRE R, BEER, TLhAxRMmAIMERE
FE, A ARF E AT RN E
Bank of Nanjing will periodically review and update the
policy in accordance with national policies, regulatory
requirements, industry development and internal operational

needs.
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